
 

Data protection Policy  

 
This Policy covers: 

- Definitions 
- Data relating to supporters, members, benefactors, beneficiaries, partners and affiliates  
- Data relating to employees  
- Employee Guidelines 

 
 

1. General principles 
 

The Orchard Project recognises the right to privacy of the individual as a basic human right. We accept that 
personal details about an individual belong to that individual. Accordingly we undertake to respect the 
confidentiality of certain information in relation to relevant legislation – the Data Protection Act of 1998 
and the General Data Protection Regulations May 2018. Confidentiality is based upon a reasoned concern 
for the interests of the person to whose personal information we have access. Respecting confidentiality 
means that information may be disclosed only with consent and when necessary, and that consultation and 
discussion remains within those boundaries. This protects the integrity of both The Orchard Project and of 
individuals. 
 
 
Definitions  
 
Personal data is defined as ‘information about a living individual who is identifiable by that information, or 
who could be identified by the information combined with other data’. It includes names, addresses, 
identifying descriptions and information relating to individuals such as bank details or personal attributes. 
Sensitive data includes genetic data, and biometric data where processed to uniquely identify an individual. 
Sensitive data at The Orchard Project relates to information on trade union membership and employees’ 
health, and will only be processed if necessary or advantageous to the employment relationship and with 
the explicit consent of the individual employee.  
Data controllers determine the purposes and means of processing personal data. The Orchard Project is a 
data controller 
Data processors are responsible for processing personal data on behalf of a controller. Data processors at 
The Orchard Project include our accountants, freelance consultants and our cloud server 
Data Subjects include all living individuals about whom we hold personal data, for instance an employee or 
a supporter. A data subject need not be a UK national or resident. All data subjects have legal rights in 
relation to their personal data. 
 
 
General Data Protection Regulations (GDPR) 
 
The Orchard Project takes seriously our obligations under the GDPR and so we follow the guidelines of the 
Information Commissioner (ICO). These guidelines define the purposes and lawful basis for which we hold 
information: in our case, this is information for the purposes of staff administration, membership 
administration, fundraising and realising our charitable objectives. 
 
 



Where there is uncertainty about issues around GDPR, data privacy, confidentiality or anything else related 
to this policy, advice should be sought from the data controllers. 
 
Failure to observe this policy or misuse of personal data is a disciplinary offence and may even constitute 
a criminal offence.  
 

2. Personal data relating to supporters, members, 
benefactors, beneficiaries, partners and affiliates 

 
How we use personal data relating to supporters, members, benefactors, beneficiaries, partners and 
affiliates (for simplicity, referred to in the rest of the policy as ‘supporters’) 

The Orchard Project complies with its obligations under the GDPR by keeping personal data of supporters 
up to date; by storing and destroying it securely; by not collecting or retaining excessive amounts of data; 
by protecting personal data from loss, misuse, unauthorised access and disclosure and by ensuring that 
appropriate technical measures are in place to protect personal data. 

What type of data is collected? 

The personal data we collect includes names, addresses, email addresses, telephone numbers, bank details, 
and IP addresses.  

We use supporter’s personal data for the following purposes: - 

 To enable us to provide a voluntary service for the benefit of the public as specified in our 
constitution;  

 To administer supporter records;  

 To fundraise and promote the interests of the charity;  

 To process donations and gift aid applications 

 To manage our volunteers;  

 To maintain our own accounts, records and monitoring  

 To inform supporters of The Orchard Project’s news, events and activities and services, including 
fundraising campaigns 

How long will we keep personal data for? 

We review our retention periods for personal data yearly and consider the purpose we hold the 
information for in deciding whether (and for how long) to retain it. Any data that is no longer needed for 
these purposes will be deleted securely. We are legally required to hold some types of information to fulfil 
our statutory obligations (for example the collection of Gift Aid) for at least 6 years.  

 

Legitimate interest  

Under the GDPR there are different legal conditions through we can send direct marketing to an individual. 
One of them is called ‘legitimate interest’ which enables us, in certain circumstances, to send direct 
marketing to an individual without having their prior consent. When we use legitimate interest we will 
make sure that individuals have the opportunity to say ‘no’ or object to future direct marketing. 
Our donors and supporters will be treated fairly and respectfully and we will ensure that we meet our legal 
obligations. When considering whether to use legitimate interest we will ask: 

 Do we have a legitimate interest, taking account of the individual’s reasonable expectations? Are 

we sure we aren’t overriding their fundamental rights? 

 Are we confident we pass the legitimate interest test? 

We will undertake a balancing assessment to consider what an individual would reasonably expected their 
personal information to be used for at the time that they provided it. 



On the above basis, then our current uses of legitimate interest are: 

1. Email 

People on our newsletter emailing list with a rating of 3* and above.  
Rationale: although we can’t show when these people signed up and how, they have been receiving email 
for a period of time and have opened our current emails regularly. Every email has had an unsubscribe link 
and we believe people would reasonably expect to keep receiving emails from us. This list will be reviewed 
annually and any people whose rating drops below 3* will be removed from the list.  
 

2.  Direct mail  

Although we don’t currently use mail to market to supporters, we may in the future. Before doing this we 
will assess if there is a legitimate interest to do so and will make it easy and clear for individuals to opt out 
of this form of marketing. 

3. Contact with Orchard Leaders (phone or email) 

Orchard leaders who are associated with specific orchards and have been on our training 
Rationale: these people are very engaged in our work and it is in their interests to remain in touch with us 
to protect the health of their orchards. If orchard leaders no longer wish to be contacted, we will remove 
them from our mailing lists. 
 

Right to be forgotten or be removed from marketing 

If for any reason a donor wishes to have personal details removed from our records, they can contact us 
and request that data is removed. We will always comply promptly with such requests.  
Alternatively, we can use suppressions and marketing preferences to ensure people are unsubscribed from 
marketing communications. 
We will remove the details of anyone who has not actively supported us in the last eight years. 

 

Who has access to personal data? 

 Staff and consultants that use our database to communicate with our supporters, administer 
supporter records and for monitoring and evaluation purposes 

 We will not sell supporter’s data to third parties. 

 We will not share supporter’s data with third parties for marketing purposes. 

 All personal data is kept in locked filing cabinets and/or in password protected computer 
databases. 

Third Party Service Providers working on our behalf:  
 
We may pass supporter’s information to our third party service providers, agents subcontractors and other 
associated organisations for the purposes of completing tasks and providing services on our behalf (for 
example to process donations and mailings). However, when we use third party service providers, we 
disclose only the personal information that is necessary to deliver the service and we have a contract in 
place that requires them to keep information secure and not to use it for their own direct marketing 
purposes.  
 
Supporter’s rights and their personal data   

Our supporters give us their explicit consent to be contacted by us by ticking the relevant boxes situated on 
the form on which we collect their personal data. 



Supporters can change their consent at any time and unsubscribe from our communications by contacting 
us at orchard@theorchardproject.org.uk 
 

Unless subject to an exemption under the GDPR, supporters have the following rights with respect to their 
personal data: - 

 The right to request a copy of their personal data which The Orchard Project holds about them;  

 The right to request that The Orchard Project corrects any personal data if it is found to be 
inaccurate or out of date;   

 The right to request their personal data is erased where it is no longer necessary The Orchard 
Project to retain such data; 

 The right to object to the processing of personal data, (where applicable) [Only applies where 
processing is based on legitimate interests; direct marketing and processing for the purposes of 
scientific/historical research and statistics] 

 The right to lodge a complaint with the Information Commissioners Office. 
 

Further processing 

If we wish to use supporter’s personal data for a new purpose, not covered by this Data Protection Policy, 
then we will provide them with a new notice explaining this new use prior to commencing the processing 
and setting out the relevant purposes and processing conditions. Where and whenever necessary, we will 
seek their prior consent to the new processing. 

 

Information breaches 

We will report breaches (other than those which are unlikely to be a risk to individuals) to the ICO where 
necessary, within 72 hours. We will also notify affected individuals where the breach is likely to result in a 
high risk to the rights and freedoms of these individuals. 
 
Consent for photographs 

 
Photographs in which individuals can be identified can be seen as personal data in the eyes of the law, and 
will be taken, stored and used in line with data protection principles. Consent is sought at the time of taking 
the photo on sign in forms. The Orchard Project also obtains written consent from parents or guardians for 
any children used in photographs. This means that photographs: 
 
  *   They will only be used for the purpose they were taken for, and no other purpose. 
  *   They will be suitable for the purpose they are taken for, and not used excessively. 
  *   They will be destroyed if the people in them ask us to destroy them. 
  *   They will be held, and disposed of, securely so that they don't end up in the hands of a third party 
 
 
 

3. Personal data relating to staff 
 
The Orchard Project holds information about employees to do with their working life in order to fulfil its 
responsibilities as an employer. Personal information is also held about trustees. We recognise our duty to 
safeguard the data and to notify staff about what data is kept, for what purposes and for how long, along 
with information about how the data can be accessed and by whom. 
 
Information held by The Orchard project on its employees includes: 
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 Information relating to recruitment and selection (application forms; shortlisting and interview 
assessments; references; proof of eligibility to work in the UK; where relevant, the outcome of 
Disclosure and Barring Service (DBS) checks). 

 Personal details: name, home address, email address, phone number  

 Contact details of nominated next of kin 

 Information necessary for payment of salaries,(bank details, national insurance number, details of 
deductions to e.g. the courts or trade unions, expenses claims, pension details). 

 Information about academic and vocational qualifications and experience. 

 Notes of probationary and annual reviews and supervisions. 

 Time sheets and holiday sheets where they are used. 

 Details of grievance and disciplinary proceedings including current warnings (within the timescales 
allowed by the appropriate policies). 

 Reference requests and responses. 
 
 
Sick notes, absence records and other health-related information are classed as ‘sensitive information’ and 
are stored securely in locked filing cabinets and/or in a secure section of our cloud based server.  Access is 
limited to relevant line managers.  
 
DBS checks are only required for any employees or volunteers working with vulnerable adults and children 
and data relating to these checks will be held in locked filing cabinets 
 
The purpose of keeping data on staff 
 
The data kept on staff is primarily in relation to their employment with The Orchard Project. This data will 
be used for the purpose of administering and managing their employment. Information about trustees is 
held for registration with the Charity Commission and Companies House and for some funding applications.  
 
No unrelated data will be kept and any sensitive data (excluding health and criminal records) held by the 
organisation will be deleted at the request of the individual concerned. 
 
All personnel data is kept either in locked filing cabinets in the London and Greater Manchester offices and 
/or in password protected areas on servers or computers.  
 
Some personal information, including names and photographs, may be published in e.g. newsletters, 
annual reports, publicity leaflets or the organisation’s website. This information will not include home or 
personal contact details. Staff may request that all or any personal information and/or photographs are 
restricted to internal access and this request should be complied with. 
  
Employees and trustees give implied consent to The Orchard Project to hold data as described above and 
to access and use it as outlined by accepting an offer of employment or in the case of trustees by filling in 
the Companies House registration form.  
 
Access to staff and trustee data is restricted to management at the appropriate level or to senior 
administrative staff on a ‘need to know’ basis. Information may also be disclosed as required by law, 
contract or on a ‘need to know’ basis to trustees, auditors, pension providers, funders, insurers, 
government departments or other relevant parties/individuals. Information will also be given to a 
transferor as required by law in the event of a transfer of undertaking.  
 
Job applicants are also covered by the GDPR and by this policy.  The Orchard Project will design and 
process application forms and other information relating to applicants in line with the Act. We will only 
request information which is relevant and not excessive and for the particular purposes of the selection 
process only. This information will be securely stored and will only be accessed by staff that need to have it 



for purposes of administration or selection. It will not be kept for longer than necessary for the needs of 
the organisation, normally no more than six months for unsuccessful candidates.  
 
Sensitive information relating to health, disability, criminal records and immigration status will only be 
requested where necessary for the protection of the organisation and/or its service users and will not be 
disclosed to anyone who does not need to know.  
 
Sensitive information relating to gender, age, ethnicity and disability may be requested but will be used for 
equality and diversity monitoring purposes only. This information will not form part of the selection process 
and will not be processed or retained in any form which identifies the individual to whom it pertains. 
 
Feedback on interview performance should be made without specific reference to other candidates. 
 
How long data is kept for 
Most information will be retained for as long as a person is employed by The Orchard Project and for a 
reasonable period of time thereafter, not exceeding 5 years. 
 
Sickness records will be stored securely at all times and will be kept for as long as a person is employed by 
The Orchard Project and for a reasonable period thereafter, with the aim of destroying or deleting records 
after 3 years.  
 
Application forms from unsuccessful applicants to a job will be kept for a reasonable period of time not 
exceeding six months. 
 
I.T. 
Personal data held on computers (including files, emails, databases etc) and personal data downloaded 
from the web are subject to the same control and restrictions as paper-based data. Staff must take 
particular care when using any personal data in these contexts. In particular, no personal information 
should be posted on the internet in any circumstances without compelling reasons and the explicit consent 
of the individual to whom the information relates. 
 
Monitoring of staff activity 
Staff should be aware that The Orchard Project may, if they have reason to do so, monitor use of the 
internet and/or emails. Private emails will never be opened intentionally but staff should be aware of the 
possibility of accidental access and of the right of managers to question and investigate private use. 
Deliberate monitoring will only take place where there is good reason to suspect a disciplinary offence or 
another justified concern.  
 
Performance and quality control monitoring will be overt and for a clear purpose. Covert monitoring is not 
permitted.  
 
References  
References given by an employer about a person currently working for them are exempt from some aspects 
of normal data protection rules. This means that an employee has no automatic right of access to a 
reference written about them by The Orchard Project. However, as a matter of good practice, we will only 
respond to reference requests that are clearly authorised by the employee concerned.  
 
As a general rule, employment-related references should only be given with the authorisation of the CEOs, 
or by the CEOs. Personal references should be clearly stated as such and should not be on The Orchard 
Project headed paper. References must be objective, truthful and justifiable. Telephone references should 
not be given unless you have been asked to provide one by the person whom the reference concerns, and 
then you should initiate (or return) the phone call to the person to whom the reference is to be given to 
confirm identity. 
  



Referees should bear in mind that although there is no automatic right for the subject of the reference to 
see it before it is sent, they will usually have a right to access any references written about them once they 
are received by a new/prospective employer.  
 
Subject Access Requests (SARs)  
Staff are entitled to see their own personnel files. To do so, they should arrange a mutually convenient time 
with their line manager. Access may be denied or limited where it involves disclosing information about or 
from an identified third party (e.g. a colleague) unless the third party concerned has given consent to the 
disclosure of that information.  
 
As well as taking action to protect third party confidentiality, The Orchard Project will not respond to 
subject access requests which:  
 

 disclose any information relating to management forecasts where this could jeopardise the business 
effectiveness of the organisation 

 or reveal legal proceedings against an individual, except to those directly concerned  
 
Staff Obligations  
The CEOs are the Registered Data Controllers and are responsible for notification to the Information 
Commissioner. They should be deferred to with any questions relating to data protection or confidentiality. 
However, all staff are responsible for ensuring compliance with this policy. They must: 
 

 Ensure that they have read and understood this policy as it relates to them. 

 Ensure that data which they supply or for which they are responsible is up-to-date, accurate, fair and 
relevant to its purpose, including information about themselves. Staff must notify the organisation of 
any changes in circumstance 

 Not keep any records on other individuals (whether other employees or clients/service users) which are 
unnecessary, incorrect or which contain unfounded opinion or speculation. 

 Not share personal information about other members of staff or clients/service users (e.g. sickness, 
personal circumstances), that they know as a result of handling confidential information (e.g. sick 
notes, application forms) or which is disclosed in confidential settings (e.g. supervision or counselling), 
without that person’s unambiguous agreement.  

 Keep data secure. Paper and external computer files must be locked up, computers must be password 
protected; laptops and computer disks containing personal information, open computer screens, or 
open paper files must not be left unattended. 

 Not disclose, share or transfer outside the organisation any personal information relating to other staff, 
volunteers, trustees, or clients/service users without the explicit consent of the individual concerned. 

 Dispose of personal data safely. Paper notes and records must be shredded or disposed of as 
‘confidential waste’. Hard drives of redundant PCs must be destroyed or wiped clean before disposal. 

 
Particular care must be taken where personal data is processed ‘off-site’, at home or in other locations. This 
presents a greater risk of loss, damage or theft and staff must take appropriate security precautions. 
 
Guidelines for disclosing information to internal and external sources 
 
Internal information sharing   
The Orchard Project recognises that trustees, staff and volunteers may need to share personal information 
with others internally within The Orchard Project. This might include, for instance, discussion of client 
issues during supervision, discussion of situations to gain experience and opinion from colleagues, ‘on the 
job’ training.  
 



Care must be taken that this kind of information sharing is not done publicly or where it can be overheard. 
Such conversations should wherever possible be held without explicitly identifying the individual or 
organisation under discussion.  
 
Supervision 
Supervision sessions are in general confidential to the supervisor, the CEOs and the Trustees of the 
organisation.  
 
Ground rules for when and why confidentiality may be broken should be agreed at the start of a 
supervision relationship and might include, for instance:  

 information about the progress of work against funding targets 

 complex or problematic case management 

 discussion of the implications for colleagues of a request for flexible working 

 some information to colleagues about personal circumstances which are temporarily affecting 
performance 

 discussion of grievances or concerns about performance with a more senior manager 
 
Wherever possible, agreement about any breach of confidentiality should be reached in advance of the 
disclosure taking place. 
 
Although the supervisor is bound by confidentiality, it is helpful for the supervisee to inform the supervisor 
if there are any personal circumstances which are particularly sensitive.  
 
Answering requests for personal staff information 
Personal information about a colleague should not usually be discussed with other staff or people outside 
The Orchard Project without that person’s permission. Personal details including address and phone 
number, health matters or personal circumstances may not be passed on without explicit consent.  
 
It is usually safe to reveal a colleague’s work contact (telephone and email address) in response to an 
enquiry regarding a work function, although these details should not be given to someone wishing to 
contact a colleague on a non-work related matter.  
 
However, staff must not reveal personal details of other staff members to unknown or unverified external 
sources, even where these claim to be family members, friends, Government bodies or the police.  
 
Strategies to deal with such enquiries could include: 

 Asking the enquirer to put their query in writing or into an email, if appropriate backed up by 
documentary evidence to support the request. 

 Informing the enquirer that a message will be passed on, either asking the person to contact the 
enquirer directly or agreeing to pass on a sealed envelope/incoming email message to the person. 

 Telling the enquirer that you will phone back once you have collected/verified the information 
required. 

 
Organisational information  
Trustees, staff and volunteers are bound by confidentiality in all matters relating to the internal affairs of 
The Orchard Project.  
 
Confidential information concerning Board meetings, staff meetings, finances, recruitment, planning etc 
should not be disclosed outside the organisation unless authorisation is given to do so. This does not apply 
to disclosures made under the Public Interest Disclosure Act (‘whistle blowing’). See also Subject Access 
Requests above. 
 



No statements concerning internal matters or policy may be made to the media without the express 
permission of the CEOs unless specific authority is delegated to do so. 
 
 

Monitoring and review of the policy 

This policy is reviewed bi-annually by our board of trustees to ensure that it is achieving its objectives. 
 

Policy Review date March 2020 

 

 

 
 
 
 
 
 
 
 
 

 


